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Abstract. Remote e-voting systems that implement coercion resistance
via deniable vote updating require a cleansing phase to discard super-
seded ballots before tallying. However, achieving a cleansing that is si-
multaneously publicly verifiable, robust to interrupted ballot chains, and
efficient without leaking revoting patterns remains an open challenge.
We present a publicly verifiable cleansing protocol that uses trapdoor
chains to verifiably force the collector to select a single final ballot for
each voter from a shuffled ballot list. As a result, each eligible voter who
participates contributes exactly one final ballot without leaking informa-
tion about superseded ballots. The protocol runs in linear time with a
single, publicly verifiable cleansing authority and integrates with both
mixnet and homomorphic tallying. The system supports revoting, fake
credentials, and credential recovery via the trapdoor-chain mechanism. It
further provides individual verifiability under signing key and trapdoor
secrecy. This enables revoting-based coercion-resistant systems (such as
the Estonian i-voting system) to achieve public cleansing verifiability
without requiring trust in internal auditors.

Keywords: e-voting · E2E-V · eligibility verifiability · coercion resis-
tance · deniable vote updating · commitment shuffle

1 Introduction

End-to-end verifiable (E2E-V) voting aims to provide voters and observers with
cryptographic evidence that election outcomes reflect the recorded ballots and
that only eligible voters cast at most one vote [1]. This property is widely viewed
as essential for trustworthy remote electronic voting. However, verifiability cre-
ates a fundamental tension with coercion resistance [12]: the same mechanisms
that let voters and observers verify can also reveal information that allows ad-
versaries to confirm how a voter participated. Voters must therefore be able
to update or disguise their choices under coercion without leaving a detectable
trace. A related emerging concern is everlasting privacy [9]—the fear that future
advances in computation may eventually break today’s encryption. Although
present evidence suggests such capabilities remain distant [6, 21], the concern is
already cited to justify restricting public verifiability.

Coercion resistance is commonly realized through revoting and fake creden-
tials. In revoting schemes, voters can repeatedly update their choices in private,
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ensuring that any coerced vote can later be replaced without detection. In con-
trast, fake-credential approaches allow voters to generate ballots that appear
valid but are ultimately excluded during tallying [2, 10, 12, 14]. However, fake
credentials introduce usability challenges, as voters must distinguish genuine
credentials from decoys. Alternative strategies modify the voting process—for
example, by discounting duplicate votes [5] or allowing voters to override remote
ballots with paper ballots cast at polling stations [8,13]. Coercion-resistant sys-
tems must also address forced abstention, where an adversary attempts to ensure
that a voter does not participate, for instance by verifying non-participation on
a public bulletin board.

Beyond coercion, remote electronic voting systems must also prevent im-
personation—unauthorized parties casting ballots on behalf of legitimate voters
when authentication mechanisms are weak or credentials are compromised [18].
This requirement reinforces the need for strong eligibility verifiability, for which
systems based on auditable hardware credentials—especially smartcards that
digitally sign ballots—are widely considered the gold standard [19]. However, in
revoting-based systems, this creates a fundamental tension during the cleansing
phase, where a single ballot must be selected per voter without revealing which
ballots were retained or discarded. Otherwise, revoting behavior becomes ob-
servable, undermining deniability. Achieving public eligibility verifiability with-
out compromising coercion resistance remains a fundamental open problem in
remote electronic voting.

1.1 Our Contribution

We introduce a novel cleansing protocol that ensures each eligible voter con-
tributes at most one final ballot to the tally, while revealing no information
about revoting behavior or discarded ballots. The protocol enables observers
to detect ballot box stuffing and vote suppression without relying on trusted
auditors or privileged access.

At a high level, ballots include commitments to voter public keys and to vote-
update trapdoors. In the cleansing phase, the collector shuffles the ballots and
matches the blinded public keys of the selected ones against a shuffled, reblinded
registration roll, which ensures eligibility. For each dropped ballot, the collector
proves knowledge of the committed trapdoor, derived from a fresher ballot of
the same voter through a smartcard-seeded trapdoor chain. This mechanism also
enables fake credentials and supports credential recovery. The cleansing phase
runs in linear time and relies on a single publicly verifiable cleansing authority,
while remaining compatible with both mixnet and homomorphic tallying. The
protocol also supports practical everlasting privacy and individual verifiability,
provided the smartcard secrets remain uncompromised.

Beyond the core mechanism, we also address forced abstention as a coer-
cion strategy. We show how relay networks can provide alternative submission
channels and independently verify ballot eligibility, enabling misbehavior to be
detected and attributed. These properties reduce a coercer’s remaining strategy
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to physically preventing participation, for example by separating the voter from
their smartcard.

1.2 Related Work

Remote e-voting systems typically compute the final tally using either verifiable
reencryption mixnets [7, 22, 23], in which talliers successively shuffle and reen-
crypt ElGamal ciphertexts with zero-knowledge proofs of correct permutation, or
homomorphic tallying [3], which aggregates encrypted votes and reveals the de-
crypted tally. Recent advances revisit homomorphic tallying with SNARK-based
proofs of the result function [11], enabling publicly tally-hiding for complex bal-
lot types at the cost of a trusted setup phase. These tallying approaches can be
combined with a prior cleansing phase that ensures at most one vote in the final
tally per voter.

JCJ and Encrypted Credential Schemes. The most influential coercion-resistant
construction targeting distributed trust is JCJ (Juels–Catalano–Jakobsson) [12],
which underlies many modern coercion-resistant voting protocols [2, 18]. JCJ
publishes ElGamal-encrypted credentials on a public registration roll; voters
submit encrypted votes together with encrypted credentials and zero-knowledge
proofs of correct formation. Submitted credential–vote pairs are shuffled and
cleansed using plaintext equivalence tests that match submitted credentials against
the registration roll.

This design introduces privacy, verifiability, and efficiency challenges that
have motivated substantial follow-up work. Cortier et al. [2] show that JCJ’s
cleansing leaks per-credential revote counts, enabling the “1009 attack”; their
CHide variant closes this leak with MPC-based cleansing that reveals only the
total number of ballots removed while achieving quasi-linear tallying complexity.
Additional proposals [18] augment credentials with proofs of logarithm knowl-
edge to prevent colluding cleansing authorities from decrypting registration cre-
dentials and impersonating voters. However, these improvements often come at
the cost of increased computational or protocol complexity and are not easily
combined without sacrificing efficiency. Moreover, the anonymous channel as-
sumption still permits ballot box flooding attacks that can disrupt tallying.

Ledger-Row Schemes. KTV-Helios [14] and DeVoS [15] represent a class of sys-
tems in which each voter is associated with a dedicated ledger row, where their
ballots are hidden among dummy ballots posted by trustees using disjunctive
zero-knowledge proofs. This mechanism prevents coercers from detecting revot-
ing behaviour while also mitigating ballot-box flooding.

In KTV-Helios, the final vote is computed as the product of all ciphertexts in
a voter’s ledger row. However, this approach is incompatible with homomorphic
tallying techniques and requires an uninterrupted chain of recorded ballots for
the final vote to remain valid. DeVoS avoids cumulative updates by allowing each
new ballot to supersede the previous one, but at the cost of a two-round-trip
casting protocol and a submission phase divided into micro-phases. This inflates
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the audit trail and makes vote casting sensitive to micro-phase boundaries, re-
quiring late-arriving ballots to be regenerated.

Estonia’s Revoting System. Estonia’s internet voting system [10, 16, 20], opera-
tional since 2005, provides the closest practical precedent for our construction.
Both systems rely on smartcard-based digital identity, revoting for coercion re-
sistance, and a single authority performing ballot cleansing. Voters may revote
an unlimited number of times, with receipt-freeness following from update deni-
ability. To address a coercer who observes the voter at the last moment, remote
voting closes two hours before polling stations, allowing voters to cast supersed-
ing paper ballots [13].

A limitation of Estonia’s system is that cleansing is not publicly verifiable. To
ensure that a malicious cleansing authority has not dropped, added, or manipu-
lated ballots, internal audits with privileged access to pre-mix data are employed.
However, a compromised auditor can observe revoting patterns and thereby vi-
olate deniable vote updating, creating a fundamental tension between auditing
and coercion resistance. Our construction resolves this tension by making the
cleansing phase publicly verifiable while revealing no information about super-
seded ballots beyond the final tally, thereby eliminating the need for privileged
auditors and strengthening coercion resistance.

2 System Overview
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Eligibility Verifiability  #  # # #

Universal Verifiability # # #  # #
 # # # # #

Individual Verifiability   # # # #

Vote Anonymity #  #  # #
#  # # T( ) #

Coercion Resistance  # #  # #
Participation Privacy  # #  # #

Notation:  – required to be honest; # – may be corrupt; T(·) – threshold trust.

Table 1. Security properties and trust assumptions. Security properties follow the
definitions of [1]. Each row lists the minimal trust requirements for the corresponding
property. Where multiple rows are given for the same property, each row represents an
alternative set of trust assumptions under which the property can be achieved.

This section presents the system architecture and the trust assumptions un-
derlying our security claims. The protocol involves the following principals:
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– Smartcard S: A tamper-resistant device held by the voter that generates
trapdoor commitments and produces proof-of-knowledge signatures for bal-
lots.

– Voter V: The voter together with their chosen voting client, responsible for
vote encryption, interacting with the smartcard, and submitting the con-
structed ballot to the collector.

– Registrar R: Manages voter registration and publishes the registration roll
listing each eligible voter’s identity and corresponding public key.

– Collector C: Collects ballots, verifies their validity, records the public com-
ponents on the bulletin board, and performs the verifiable cleansing phase.

– Tallier T : A distributed entity that produces the tally from ballots selected
in the cleansing phase via homomorphic or mixnet-based tallying.

– Bulletin Board BB: An append-only public ledger on which all ballot pub-
lic components, cleansing and tallying transcripts, and supporting proofs are
recorded.

Beyond these principals, an administrator coordinates the setup phase, which
falls outside the protocol itself. Any observer may act as an auditor by ver-
ifying the public evidence on the bulletin board. A relay network may also
emerge spontaneously when the collector is unavailable, providing an alternative
ballot submission channel while holding the collector accountable. The collec-
tor nonetheless remains a liveness dependency for cleansing, as it alone holds
the private openings; its failure can stall the tally but not enable undetected
manipulation.

Table 1 summarizes the trust assumptions underlying our security claims,
with each row indicating which parties are required to be honest to guarantee
the corresponding property. Compared to the Estonian system, universal verifi-
ability1 can also be achieved even if the collector is corrupted, provided that the
smartcard remains honest—an assumption already required for eligibility verifi-
ability. Individual verifiability requires trusting the smartcard, as compromised
secrets could be used to modify or invalidate a vote in a deniable manner. It also
assumes that the voter performs verification on a separate device and therefore
the voter is honest although the casting device does not need to be.

Vote anonymity that prevents a voter from being linked to their final counted
vote is achieved either by the collector performing a shuffle, which addition-
ally provides everlasting privacy (first row), or by the talliers performing either
mixnet-based tallying or homomorphic tallying, where anonymity relies on a
threshold of the talliers remaining honest (second row). Since the voter neces-
sarily reveals their selection to the casting device, a compromised device can leak
the vote — directly or kleptographically through its choice of randomness — so
vote anonymity requires trusting the device that cast the final counted vote.
In contrast, coercion resistance and participation privacy do not require trust-
ing the voter’s device: since the voter may recast from another device, evidence
1 Eligibility and universal verifiability additionally assume the smartcard is not

used without the voter’s authorization, whether surrendered voluntarily or invoked
covertly; this threat and its mitigations are discussed in [16].
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from any single compromised device — an observed vote, abstention, or forced
participation superseded by a null vote — remains inconclusive to the coercer2.

System Timeline. The protocol proceeds in three phases. In the setup phase,
the registrar issues smartcards and publishes the registration roll. In the voting
phase, voters cast ballots using their smartcards; after submission, each voter
may independently verify that their ballot appears on the bulletin board and
is cast as intended. In the tallying phase, the collector performs the cleansing
procedure and the tallier produces the final tally, both publishing their evidence
on the bulletin board for subsequent public audit.

3 Preliminaries

Notation. Let Zq be the integers modulo q, Gq a group of order q in which
the discrete logarithm problem is hard, and Sn the symmetric group. We fix
generators (h, g) ∈ G2

q such that logg h is unknown. Commitments to y ∈ Gq
are Com(y) = hξyy for ξy ∈R Zq. ElGamal encryption of m ∈ Zq under pk =
gx is Encpk(m) = (gr, pkrgm) for r ∈R Zq; reencryption is ReEncpk((a, b)) =
(agr, bpkr) and decryption Decx((a, b)) = b/ax. We model H : {0, 1}∗ → Zq as a
random oracle.

We also introduce an encryption scheme for field elements based on a Diffie–
Hellman key encapsulation mechanism. For t ∈ Zq, encryption under the public
key pk = gx is defined as Enc⋆pk(t; r) = (gr, t+H(pkr) (mod q)), where r ∈R Zq.
Given a ciphertext (a, s), decryption computes the shared Diffie–Hellman secret
ax and outputs Dec⋆x((a, s)) = s − H(ax) (mod q). Correctness follows since
a = gr implies ax = (gr)x = pkr, and therefore Dec⋆x(Enc⋆gx(t; r)) = t.

A relation R ⊆ G∗
q × Z∗

q associates a vector of public group elements (state-
ment) s ∈ G∗

q with a vector of witnesses w ∈ Z∗
q . We write π = PoK{w :

(s,w) ∈ R} to denote a non-interactive proof of knowledge of witnesses w satis-
fying the relation with respect to statement s, and VerifyR(s, π) for verification
(e.g., PoK{x : y = gx}). Witnesses generated internally during proof construc-
tion and never leaving the prover’s trust boundary (e.g., blinding or reencryption
factors) are treated as implicit prover randomness and omitted from the relation
and witness list for clarity. Auxiliary data is written PoK(A;B){·}, where A and
H(B) are included in the Fiat–Shamir challenge H(s, A,H(B), . . .); A is public,
while only H(B) is revealed (e.g., in π), so B remains hidden but bound to the
proof. Verification is denoted Verify(A;B)

R (s, π).

2 A realistic example is a workplace where employees are provided with company-
managed laptops or mobile phones that may be subject to monitoring. A voter
wishing to oppose the coercer’s instructions may cast the requested vote using the
monitored device and subsequently recast their intended vote using a personal device.
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4 Protocol Specification

Design Rationale. Our construction reverses the burden of proof in cleansing:
rather than proving the selected ballots correct, the collector proves that ev-
ery discarded ballot was superseded, by opening its trapdoor commitment. The
smartcard makes this possible—and unavoidable—by stepping backward along a
trapdoor chain: each ballot commits to a trapdoor t while handing the collector,
encrypted, the value H(t)—precisely the trapdoor committed in the voter’s pre-
vious ballot. Each ballot thus opens the one it supersedes while the newest stays
one preimage out of reach—a voter committing t5, t4, t3 lets the collector open
the first two but not t3—forcing every final ballot into the selection. Eligibility
is established by first shuffling accepted ballots and the registration roll inde-
pendently, and then proving that every selected ballot’s public-key commitment
matches a reblinded registration-roll entry. Since each reblinded commitment is
unique, this simultaneously proves that every selected ballot belongs to a regis-
tered voter and that at most one final ballot is selected per voter, without linking
ballots to voters.

4.1 Setup Phase

The registrar issues a smartcard to each eligible voter and publishes the registra-
tion roll listing each voter’s identity and corresponding public key ((Idi, pki))i,
upon which all parties agree. Each smartcard contains a trapdoor seed seedi ∈R
Zq from which the vote-update trapdoors are derived by iterated hashing, form-
ing the voter’s trapdoor chain. The collector generates a secret key y ∈R Zq
and publishes the corresponding public key pkC = gy, under which smartcards
encrypt trapdoors. The tallier generates a secret key and publishes a public key
pkT under which voters encrypt their votes.

4.2 Voting Phase3

Let N denote the number of voting options. The voter selects a voting option
and encodes it as an element v ∈ ZN . The voter then samples a randomization
factor r ∈R Zq and commitment blinding factors (α, β) ∈R Z2

q, computes the
ElGamal ciphertext V = EncpkT (v; r), and sends (α, β, V ) to the smartcard.

The smartcard computes a vote-update trapdoor tn = H(n)(seed), and en-
crypts the previous trapdoor for the collector as T = Enc⋆pkC (tn+1) = Enc⋆pkC (H(tn)).
It then constructs the credential commitment E = hβpk and the trapdoor com-
mitment C = hαgtn . To bind these values it produces the proof

πE = PoK(C,V ;α,T ){(β, x) : E = hβgx}. (1)

The smartcard returns (C,E, T, πE) to the voter.
3 Voter indices are suppressed throughout this subsection, as each voter’s interaction

with the smartcard and collector is independent.
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Smartcard Voter Collector BulletinBoard
(n, seed, pk = gx, pkC) (v, pk, pkT ) (pkC = gy, pk, pkT )

(α, β, r) ∈R Z3
q

V = EncpkT (v; r)
(α, β, V )

tn = H(n)(seed)
T = Enc⋆pkC (H(tn))
E = hβgx

C = hαgtn

(C,E, T, πE)

E
?
= hβpk

Verify(C,V ;α,T )
RE

(E, πE)

(C,E, T, V, α, β, πE , πv)

E
?
= hβpk

Verify(C,V ;α,T )
RE

(E, πE)
VerifyRv

((V, pkT ), πv)
tn+1 = Dec⋆y(T )

(C,E, V, πE , πv)

ackE

(β, r)(n← n− 1) (α, β, tn+1, T )

Voter BulletinBoard
(v, β, r, pk, pkT )

E = hβpk
E

V

V
?
= EncpkT (v; r)

Fig. 1. The vote casting protocol with individual verifiability (inset). The protocol
starts with the voter selecting a choice v ∈ ZN and forming its encryption, which
is sent to the smartcard for signing. The voter checks the validity of the signature
locally before forwarding the ballot to the collector. If the ballot is valid, the collector
records the public part on the bulletin board and stores (α, β, tn+1, T ) required for the
cleansing protocol. Once the voting protocol ends, the voter retains (β, r) with which
it can verify its ballot from another device using the verification protocol shown in the
inset.

The voter verifies that E ?
= hβpk and checks Verify(C,V ;α,T )

RE
(E, πE). If all

checks succeed, the voter submits the ballot to the collector:

ballot = (C,E, T, V, α, β, πE , πv) (2)

Here πv is a proof constructed by the voter demonstrating knowledge of the
ciphertext randomization (to prevent the Pfitzmann attack [17]), or a range
proof when homomorphic tallying is employed [3] or when forced abstention
through vote randomization is a concern.

The collector repeats the verification steps of the ballot and checks the
vote encryption VerifyRv

(V, πv). If all checks succeed, it performs trapdoor de-
cryption tn+1 = Dec⋆y(T ), stores the private openings and trapdoor encryption
(α, β, tn+1, T ), and publishes the public ballot components (C,E, V, πE , πv) on
the bulletin board. Since πE binds H((α, T )) into the Fiat–Shamir challenge,
a substituted trapdoor encryption invalidates the ballot at submission; hence a
trapdoor encryption T inconsistent with the trapdoor commitment C can only
originate from the smartcard, to which the fault is attributed when detected dur-
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ing cleansing (Section 4.3). The bulletin board then returns an acknowledgment
ackE to the voter, certifying that the blinded public key E (and consequently
the associated public ballot components) has been recorded4.

Relay-Verifiable Ballots. If the voter cannot reach the collector directly, the
ballot may instead be submitted through a relay. A relay receiving the ballot
performs the same verification steps as the collector, allowing it to confirm the
ballot’s eligibility before attempting to record it on the bulletin board. If sub-
mission fails, the relay may forward the ballot to other relays, each of which
can independently verify and attempt submission. This relay network makes the
collector accountable and ensures that voters can cast their ballots even if the
collector becomes unreachable.

Individual Verifiability. The voter verifies their ballot from another device as
follows. They reconstruct the credential commitment E = hβpk from their public
key pk and blinding factor β, and use it to locate their ballot on the bulletin
board. They then check, using r and v, that V ?

= EncpkT (v; r).

4.3 Tallying Phase

The tallying phase begins with cleansing, which is performed entirely by the col-
lector. The collector first applies a shuffle to the list of tuples ((Ci, Ei, Vi))i using
a secret permutation ψ ∈R SI . It then publishes the shuffled list ((C ′

i, E
′
i, V

′
i ))i

together with a zero-knowledge proof of the correctness of the shuffle:

πCEV = PoK{ψ : C ′
i = Com(Cψ(i)) ∧ E′

i = Com(Eψ(i)) ∧ V ′
i = ReEnc(Vψ(i))}

(3)
where the statement holds for all recorded ballots i ∈ [I] and the blinding factors
are chosen so that every E′

i is unique.
From the shuffle output, the collector selects the index set L ⊆ [I] corre-

sponding to each voter’s last cast ballot. To verify eligibility of each selected
index i ∈ L, a new shuffle is formed from the registration roll public keys (pkk)k
via a permutation ϕ ∈R SK . The shuffle produces blinded public keys (E′′

k )k
with blinding factors chosen so that {E′

i}i∈L ⊆ {E′′
k}k, and is supported by a

zero-knowledge proof:

πElig = PoK{(ϕ, {βψ(i)}i∈L) : E′′
k = Com(pkϕ(k)) ∧ {E′

i}i∈L ⊆ {E′′
k}k} (4)

where the statement holds for all registered public keys k ∈ [K].
Finally, to demonstrate that the selected indices L correspond to each voter’s

last cast ballot and that no eligible ballot has been omitted, a proof of knowledge
is constructed for the trapdoor associated with each dropped ballot:

πDrop =
∧
i/∈L

PoK{(α′
i, ti) : C

′
i = hα

′
igti} (5)

4 The acknowledgment may simply consist of the bulletin board’s digital signature on
E, or of a commitment to a batch of published entries, such as a digitally signed
Merkle tree root containing E as one of its leaves.
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Together, these proofs form a publicly verifiable transcript of the cleansing phase
published on the bulletin board:

tr =
(
((Ci, Ei, Vi, πEi

, πvi))i , ((C
′
i, E

′
i, V

′
i ))i , (E

′′
k )k , πCEV , πElig, πDrop

)
which anyone can verify using the registration roll ((Idk, pkk))k. The selected
vote ciphertexts {V ′

i }i∈L are then passed through a reencryption mixnet [22] or
homomorphically tallied [3].

Trapdoor Reduction. The drop proof πDrop requires the collector to know a full
opening (α′

i, ti) of each shuffled commitment C ′
i with i /∈ L. The blinding factor

α′
i is always known to the collector, being the sum of the αi received at sub-

mission and its own reblinding factor from the shuffle. The trapdoor component
ti, however, must be derived; the collector obtains it by finding the trapdoor of
lowest index in each voter’s trapdoor chain among the recorded ballots.

For a given trapdoor t∗, define the set of reachable trapdoors

F (t∗) = {H(n)(t∗) : n ∈ [M ]}, (6)

where M is an upper bound on the trapdoor-chain length that the smartcard is
allowed to use. For each public key, the collector considers the trapdoor values
decrypted from that key’s ballots and selects the value t∗ of lowest index, i.e., the
unique decrypted value such that every other decrypted value lies in F (t∗). Such
a value exists because revotes with the genuine credential step backward through
the chain: each new ballot commits the preimage of the previously committed
trapdoor, and its encrypted trapdoor decrypts to that previously committed
value, so the decrypted values all lie on a single chain, one step ahead of the
corresponding commitments. Every superseded ballot therefore has its trapdoor
tj ∈ {t∗}∪F (t∗), and its commitment Cj = hαjgtj can be opened. The remaining
commitment Ci = hαigti commits to the preimage ti of t∗, i.e., H(ti) = t∗, which
the collector cannot obtain without inverting H; it is therefore forced to select
ballot i as the final one.

If trapdoor reduction fails, the collector publishes all (αi, βi, ti, Ti, πDec⋆i ) as-
sociated with the given public key, where πDec⋆i = PoK{y : ti = Dec⋆y(Ti)} proves
that ti was correctly derived from the encrypted trapdoor Ti. This provides veri-
fiable evidence that the corresponding voter’s smartcard has been compromised,
allowing the vendor to be held accountable.

Fake Credentials. The scheme supports fake credentials implemented as smart-
card PIN codes by assigning each a higher trapdoor-chain index than the genuine
credential. Each PIN behaves as a genuine credential until a higher-precedence
PIN is used, after which it behaves as a fake credential relative to that PIN
while remaining genuine with respect to lower-precedence PINs. Consequently,
this provides a weaker form of coercion resistance than [2,12,14]; however, it still
defends against coercion strategies in which a coercer arrives at the last moment
to observe the voter casting the final ballot.
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The genuine credential traverses the trapdoor chain backward (n ← n − 1),
making each new trapdoor commitment gti = Ci/h

α unopenable and ensuring
that the last genuine ballot survives. Fake credentials traverse the chain forward
(n ← n + 1), making their commitments openable once a higher-precedence
credential has been used. This permits an arbitrary number of revotes, limited
only by the trapdoor-chain length.

Interleaving credentials requires care. Trapdoors must never be reused, as
losing a ballot with a lower-index trapdoor could leave multiple commitments
unopenable, preventing the collector from identifying a unique surviving ballot.
Since ballot delivery is not guaranteed, the smartcard advances a fake credential
to the highest unused chain position after each genuine invocation. The resulting
ballot remains openable from the preceding fake ballot’s encrypted trapdoor,
preserving first-ballot precedence among fake credentials.

A useful side effect of this design is that it enables credential recovery without
exposing the voter to additional coercion risks. A recovery credential can be
printed on paper and used if the voter forgets their genuine credential. The
genuine credential remains secret and can still be used to evade coercion if the
coercer demands the printed credential. This approach also improves usability:
since remembering multiple PIN codes can be error-prone, the voter need only
remember one credential, from which fake credentials can be derived whenever
needed.

5 Security Analysis

This section provides an overview of the security mechanisms that ensure the
properties outlined in Table 1 under the specified trust assumptions.

Eligibility Verifiability Eligibility verifiability ensures that every selected bal-
lot for tallying is authorized by an eligible voter who contributes at most one
ballot. Assuming the smartcard’s signing key has not been compromised and
the smartcard has not been used without the voter’s authorization [16], the
proof proceeds as follows. The proof πEi

, being a proof-of-knowledge signature
over the ballot, establishes that the submitter knows the private key underly-
ing Ei = Com(pk′i) and binds this credential to the vote encryption Vi. The
shuffle proof πCEV ensures that the shuffled commitments E′

i open to the same
public keys as the originals. The registration-roll shuffle RElig produces com-
mitments E′′

k = Com(pkϕ(k)) to the eligible keys. The verified subset relation
{E′

i}i∈L ⊆ {E′′
k}k then forces each selected ballot’s credential to be an eligible

public key. Since the registration roll contains one key per voter, at most one se-
lected commitment E′

i maps to each registration key, giving at most one selected
ballot per voter for tallying.

Universal Verifiability Universal verifiability ensures that the final tally con-
sists only of accepted ballots that have not been manipulated or dropped, with
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each voter contributing at most one valid vote. Here we focus on cleansing verifia-
bility with corrupt collector, as tallying verifiability of the selected ballots is well
understood [3,7,11,22]. We show that the selected set L contains the final ballot
of every voter, as determined by the smartcard’s trapdoor chain, and that no
eligible voter’s final ballot is omitted, assuming the smartcard neither leaks the
trapdoor seed to the collector nor is used without the voter’s authorization [16],
preventing an adversary from generating a nullifying trapdoor.

The shuffle proof πCEV ensures that each shuffled commitment C ′
i opens

to the same trapdoor value gti as its pre-shuffle counterpart. The proof πDrop
establishes that the collector knows an opening of C ′

i for every i /∈ L. Since each
ballot’s encrypted trapdoor Ti reveals H(ti) to the collector, the trapdoors of
superseded ballots are derivable by iterating H, so an honest collector can always
open the commitments outside L.

For the final ballot, however, obtaining ti from the known value H(ti) would
require inverting H. Under the one-wayness of H and the binding property of
Pedersen commitments, the collector cannot open C ′

i and is therefore forced
to place each voter’s final ballot in L. Because every commitment opened in
πDrop carries the credential of a voter whose final ballot is thereby in L, no
eligible voter’s cast final ballot is dropped, and the collector cannot substitute a
superseded ballot for the final one.

If no consistent trapdoor chain exists within the bound M , the collector pub-
lishes the stored openings together with proofs of correct trapdoor decryption,
providing publicly verifiable evidence of smartcard misbehavior and allowing the
affected ballots to be discarded.

Individual Verifiability Individual verifiability requires that an adversary
cannot substitute the voter’s verification target with another voter’s ballot match-
ing the same vote selection, and that the verified ballot is the final one tallied.
In the proposed system, these properties hold assuming the smartcard is uncom-
promised and has not been used without the voter’s authorization [16].

The voter locates their ballot (E, V ) on the bulletin board and knows from
their smartcard invocation history (genuine or fake) whether it will be selected
for tallying. To verify ownership, the voter opens their credential commitment
E = hβpk using their known blinding factor β, where pk is listed on the registra-
tion roll. The proof πE establishes knowledge of (β, x) such that E = hβgx, and
since g and h are independent generators, the commitment cannot be opened
to a different public key under the discrete logarithm assumption, even with
knowledge of x. This binds the ballot to the voter’s credential, and the voter
confirms their selection by checking the vote ciphertext V ?

= EncpkT (v; r) using
their secret randomization factor r and chosen vote v.

Participation Privacy Participation privacy comprises two properties: par-
ticipation anonymity, where no observer can determine from public evidence
whether a voter participated, and participation receipt-freeness, where the voter
cannot prove to a third party whether they participated or abstained. A ballot
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(C,E, V, πE , πv) posted on the bulletin board contains no information identi-
fying the voter. The credential commitment E = hβpk is perfectly hiding, so
without knowledge of β every public key on the registration roll is an equally
plausible opening. The proof πE is a proof of knowledge that reveals nothing
beyond the submitter’s ability to open the commitment, and the shuffled com-
mitments {E′

i}i are never opened. A coercer therefore cannot determine from
the public record whether a given voter’s key appears among the posted ballots,
and the voter cannot produce a convincing proof of abstention. Defense against
forced participation, where a coercer compels the voter to cast a specific vote,
is addressed under coercion resistance via deniable vote updating and null vote
casting.

Coercion Resistance Coercion resistance requires that a voter can execute a
counter-strategy such that the coercer cannot distinguish whether the voter com-
plied with their demands or deviated in favour of their own intent. The proposed
system supports two mechanisms: deniable vote updating and fake credentials.
Both assume an honest smartcard and collector. We additionally require that
the voter’s chosen plaintext is not unique in the final tally if plaintext-based
tallying is used.

Receipt-Freeness. A voter who wishes to sell their vote or prove compliance
to a coercer can disclose the ballot contents (C,E, T, V, α, β) and demonstrate
that this ballot appears on the bulletin board. However, to issue a conclusive
receipt the voter must also prove that this ballot is included in the final tally
rather than superseded by a ballot with a lower order trapdoor commitment.
This requires establishing a link between the pre-shuffle ballot and a post-shuffle
entry in L which is not possible as πCEV and πDrop are zero knowledge. Moreover,
the cleansing phase reveals no revoting statistics—the set L discloses only the
number of distinct voters, not how many times any voter cast a ballot—thereby
excluding the “1009 attack” [2]. The voter therefore cannot produce a convincing
receipt that their disclosed ballot is the tallied one. A separate receipt channel
arises if the voter’s plaintext choice is unique on the tally board (the Italian
attack); homomorphic tallying is inherently immune to this as it hides individual
votes, whereas mixnet-based tallying must employ additional countermeasures.

Vote Update Deniability. By receipt-freeness, the coercer cannot verify that
any observed ballot is included in the final tally. The voter’s counter-strategy
is therefore to comply with the coercer and later recast their vote in private
using the genuine credential. The coercer cannot detect the voter’s subsequent
session from the public record, since each session uses fresh blinding factors (α, β)
and a new trapdoor tn, producing indistinguishable credential and trapdoor
commitments making cast ballots unlinkable. The trapdoor index n is hidden by
encrypting the trapdoor. Consequently, the smartcard outputs do not allow a
coercer to determine whether the voter has already voted or submitted a revote.

Fake Credentials in the proposed system can still cast valid ballots, making
them a weaker form than those in [2, 12], where ballots cast with fake creden-
tials are discarded entirely. A fake credential occupies a higher position in the
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trapdoor chain than the genuine credential, so a ballot cast with the genuine
credential always takes precedence during cleansing. This protects against coer-
cion scenarios in which a coercer arrives at the last moment and forces the voter
to cast the final ballot under observation: if the voter uses a fake credential un-
der coercion, they can cast a ballot with their genuine credential at any time
during the voting phase, which then takes precedence. A residual attack vector
arises if the coercer demands both the genuine and fake credentials; however,
this is mitigated because the coercer does not know how many fake credentials
the voter may have generated and therefore always faces the possibility of being
one credential short of the genuine one.

Everlasting Privacy The system offers practical everlasting privacy [9] assum-
ing an honest collector and that the submission channel resists external timing
analysis. The channel need not hide the voter’s identity from the collector, who
necessarily learns it through the private openings (α, β, tn+1). A possible mech-
anism for providing such timing-analysis resistance is discussed in Section 6.

A ballot posted on the bulletin board contains the commitments (C,E) and
vote ciphertext V . A future adversary with unlimited computational power could
decrypt the vote ciphertext V . However, the Pedersen commitments E = hβpk
and C = hαgtn are perfectly hiding: for any public key pk′ on the registration
roll, a suitable blinding factor β′ exists such that E = hβ

′
pk′, and similarly

for C. The shuffled commitments (C ′, E′) inherit the same property. Since the
proofs πE , πCEV , πDrop are zero-knowledge and therefore of no additional help,
a future adversary cannot find out who cast the corresponding encrypted vote
V .

6 Discussion and Implementation

Strengthening Individual Verifiability Currently individual verifiability de-
pends on the smartcard’s secrets remaining confidential and on no unauthorized
ballots having been issued with it [16]. These trust assumptions could be re-
laxed by supplementing the protocol with vote trackers. Since cast-as-intended
verifiability is already assured, the tracker need only prove that a ballot was se-
lected for tallying, requiring only the publication of tracker values. This can be
achieved with tracker-based systems that offer receipt-freeness [4]. A further goal
would be to assign trackers to non-participating voters, enabling them to verify
non-participation in a deniable manner, but this necessitates further research.

Resisting Metadata Analysis Everlasting privacy can be strengthened by
releasing ballots in a shuffled order. To make this accountable, the collector
first publishes blinded commitments E∗

i = gρiEi during the voting phase and
returns (ρi, E∗

i ) as an acknowledgment to the voter. Once the voting phase closes,
the collector performs a shuffle with permutation τ ∈ SI supported by a proof
πAnon = PoK{τ, {ρi}i : Ei = g−ρiE∗

τ(i)} and releases (Ei)i together with the
remaining ballot components.
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Implementation Ballot creation requires two Pedersen commitments with one
opening proof and one ElGamal encryption, amounting to seven group exponen-
tiations and three multiplications in Gq, which is well within the capabilities of
existing smartcards used for digital signatures. A single trapdoor chain is suf-
ficient when voting is non-concurrent; for concurrent elections, multiple chains
can be installed. With 128-bit trapdoor security and 1000 revotes shared across
genuine and fake credentials, the full chain requires up to 15 kB of storage.

The shuffle proofs can be implemented using existing ElGamal reencryption
shuffle proofs such as Verificatum [7,22,23], with the generator and public key for
commitment shuffles set equal to the blinding generator, and the vote reencryp-
tion shuffle using the standard generator and tallier’s public key combination.
The drop proof is linear in the number of dropped ballots, and trapdoor root
finding scales with the chain length. The cleansing phase therefore scales linearly,
making it practical for large-scale elections.

7 Conclusion

We have presented a novel construction to provide public verifiability for the bal-
lot cleansing phase. The protocol offers perfect cleansing privacy, scales linearly
with a footprint approaching two shuffle proofs, imposes minimal smartcard re-
quirements, and decouples from the tallying scheme, enabling integration with
both homomorphic and mixnet-based tallying.

The scheme enables Estonian-style voting systems to achieve public cleansing
verifiability without exposing internal data to auditors, eliminating a potential
access point for coercers. Although votes are ElGamal encrypted, blinding the
public keys provides practical everlasting privacy, enabling the publication of
election evidence. Resilience against corrupt collectors is provided by relay net-
works that independently verify ballot eligibility and offer alternative submission
channels. Individual verifiability is also strengthened: voters verify their ballot
directly from the bulletin board, including the signer’s public key, precluding
verification of another voter’s ballot.

Future work should address smartcard trust assumptions by coupling the pro-
tocol with tracker constructions, which may also enable verifiable and deniable
proof of non-participation.
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