Verifiable Cleansing via Blinded Credential Grouping
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e Verifiable Cleansing Construction (Main Result)

The collector matches a shuffle of the M accepted ballots against a blinded shuffle of the K-entry registration roll, groups entries by blinded credential info N

o System Overview

groups and proves that each selected entry is the most recently recorded ballot. D dummies pad the groups to the same size (3 here). Sirtuivam —— T iy -
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Notation: @ — honest; O — may be corrupt; T(:) — threshold trust; two rows: alternative assumptions.

° Motivation and Contributions

6 Lightweight Smartcard

e Key Takeaways

Motivation Key Contributions Verifiable by anyone

Holds long-term key x; only pk = g* is on the registration roll 7y ar
: L - - - - o Eliqibili ifiabilitv: ballot shuff hed blinded roll @ Only the registration roll and
Receives encrypted vote V, fresh blinding 8, and nonce  Deniable vote updating gives coercion igibility verifiability: ballot shuffle matched to a blinded ro smarteards are trusted
resistance, but needs a cleansing shuffle, ensuring at most one vote per voter; '
Returns o = (E, 7z, nonce) hase that discards superseded ballots - Everlasting privacy
p p - @ Universal verifiability: group by blinded credential and prove a No future adversary, even a quantum
Ty = POK(HOHCG,V) { (ﬁ x) . F — hﬁgx} - Making cleansing publicly verifiable, each selected entry is the latest ballot; s, @ [l vl ee t,o vialEle
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prf';./atT and efficient is notoriously Q Everlasting privacy of anonymity, participation, deniability: Lightweight smartcard
The card only commits to x and proves knowledge of the opening — simple difficult. credentials appear only inside perfectly hiding commitments; m—| Signature-level work: the card never

enough to certify. Q Lightweight smartcard: work reduced to a single X-proof. sees the plaintext vote.



